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The following chart will help you conduct the survey
and compile the necessary data:

TABLE ONE: CHECKLIST OF ACTIONS IN
CONDUCTING INFORMATION INVENTORY

ACTION ITEM

EXAMPLE

FINDINGS

List all of the ways in which
your bank or thrift collects
personal data.

Deposit account opening documents, loan
applications, trust account files, credit
insurance applications, non-deposit
investment products.

List all the methods in which
personal data may be
obtained.

Paper applications, e-mail, web site, telephone
calls, U.S. mail, Federal Express.

List the methods by which
personal data is stored and
transmitted.

Paper files kept in locked filing cabinets, paper
files maintained in remote locations, electronic
records kept on an off-site computer server,
and data is transmitted by e-mail, U.S. mail,
inter-office mail and messenger.

Identify current controls and
limits on access to data.

Paper files are under lock and key and access
controlled by branch manager; the computer
system is password protected and only IT
manager has access to the passwords. Logs are
maintained reflecting access to both paper and
electronic files. Internal Audit reviews.

For each type of data,
determine who needs access
as part of their work
responsibilities and who, in
fact, has access.

Branch manager has access to all branch files.
Loan officer has access to loan applications in
his or her portfolio. Data input clerks have
access, as do employees at service provider. IT
manager has access to all data on computer
server. Cleaning crew has access to files kept in
desk drawers.

List the various ways in which
personal information can be
accessed.

Opening file cabinets, accessing computer
server.

Determine if you obtain
customer information through
third parties.

Credit reporting agencies.

List the ways data is disposed
of.

Shredding, deleting computer files, municipal
trash pick-up, and private trash pick-up
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SAMPLE INSTITUTION-WIDE INFORMATION
SECURITY PoLicy

It is the policy of Community Bank and Trust to protect the

nonpublic personal financial information of all of our customers,

and to have a customer information system that includes

administrative, technical, and physical safeguards. These safeguards are intended to
ensure information security and confidentiality, protect against threats, protect against
unauthorized access, and ensure proper disposal of all documents containing non-
public consumer information. We consider all consumers who have a continuing
relationship with our institution to be our customers.

We will take appropriate steps to comply with regulatory guidelines, and we will by
contract require that third parties we employ, who have access to customer information,
also comply with these guidelines. We will protect all information that our customers
provide in the course of doing business with our bank, except for information that is
otherwise publicly available.

To this end:

® The Bank will determine, on an on-going basis, potential threats to the security of
our customers” confidential information.

Access to confidential customer information will be limited to those employees who
have a need to access such data in carrying out official responsibilities.

All employees with access to such data will receive training in information security
and the requirements of the Inter-Agency Standards for Safeguarding Customer
Information.

The Bank will house confidential customer data in a manner that provides adequate
security, whether the data is in paper form or computer files.

Internet and other electronic connections to third parties will be protected from
intrusion and manipulation using the most appropriate safeguards and systems.

Before entering into any business arrangements with third party service providers
who will have access to customer information, the institution will conduct due
diligence to assess the provider’s security environment and financial capacity.

Third party providers will be required to abide by the Inter-Agency Standards.




® Confidential customer information will be properly disposed of
as mandated by the Inter-Agency Standards. Information
obtained from individuals who do not become institution
customers will also be disposed of as mandated by the Inter-
Agency Standards.

Customer information security procedures and controls will be
reviewed through an internal audit at least annually, and at least once every two

years as part of our external audit. Any defect or deficiency will be promptly

remedied.

The customer information policies and procedures will be reviewed and adjusted in
light of any changes in the business practices and activities of this Bank or changes
in the security environment, either in the form of newly developed threats or newly
enhanced security processes.
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Examples Of Access Controls:

Paper files:  All files containing nonpublic customer information

are to be kept in locked drawers or in a secure filing \

room. Only authorized personnel will have keys.

With respect to the filing room, a log will be maintained of all personnel
who enter, and a record made of any files removed and date returned.

Computer:  Access to network will be protected by firewall systems supplied by XYZ
Corporation. The network will be segregated into security domains, so
that access to one domain will not provide access to unauthorized
domains. Access will require Password and PIN, and will be limited to the
appropriate domain for that user. An electronic log will be maintained of
access to files containing confidential customer information. Access to
stand alone computers will be controlled through passwords and PINS,
and these computers will be protected by firewalls and anti-spyware and
anti-viral programs.

E-Mail: Confidential customer information will be provided in E-Mail only to
customers who know their password, PIN, and another fact that would be
in their exclusive knowledge, such as the amount of their last deposit or
balance on their home loan.

Phone: Confidential customer information will be provided over the telephone
only to customers who know their password, PIN, and another fact that
would be in their exclusive knowledge, such as the amount of their last
deposit or balance on their home loan.
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EXAMPLE OF DUAL CONTROLS AND SEPARATION
OF DUTIES FOR A COMMUNITY BANK

® Loan officers are required to obtain a key or pass code from the head teller to access
secure file room.

® IT personnel may not transmit data to service provider unless compliance officer
certifies that the data has been encrypted.

® Customer address changes must be verified by a second employee before the change
can be activated.
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EXAMPLES OF ACCEPTABLE METHODS OF TRAINING

@ & & @&

Outside seminars.
Training programs offered at local community colleges.
“At desk” computer-based training.

In house seminars with professional trainers or in house experts.

o
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TABLE THREE: SAMPLE PARTIAL CHECKLIST TO IDENTIFY ACCESS-
MONITORING CONTROLS FOR THE DEPOSIT AREA

EMPLOYEE COMPUTER ACCESS

Must employees enter a password to gain access to
customer information contained in the deposit
system?

Are there defined protocols for these passwords (i.e.
number of characters, required non-alpha character)?

Are passwords reviewed for protocols?

Are passwords required to be changed periodically?

Do passwords become inoperative if not changed or
used?

Are logs maintained capturing all employee access?

Are these logs reviewed on a routine basis?

CUSTOMER TELEPHONE INQUIRY

Can customer deposit information be given out over
the telephone?

If so, how must the caller prove his/her identity?

Is a record of the date of all customer inquiries
maintained?

If so, can this be viewed while the employee is on the
phone with the inquirer (this would aid in
identifying suspected pretext calls)?

If customer PINS are used, are there rules addressing
length and character type?

This checklist should be expanded to capture all access points in all areas that hold
customer information.
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The following checklist will also be helpful in monitoring third

party providers:

TABLE FOUR: THIRD PARTY SERVICER OVERSIGHT

CHECKLIST

TOPIC

REFERENCE DOCUMENT

REVIEWED BY

Servicer’s unauthorized access response
plan

Servicer’s customer information disposal
procedures

Servicer’s financial statements

Contractual clause includes measurable
customer information security standards

Permissible subcontractor activities and
notification requirements

Financial and other reporting
requirements

Ownership of customer data contract
clause

Reference check on servicer

Servicer’s firewall

Servicer’s encryption standard

Servicer’s disaster recovery plan

Key personnel at servicer and
responsibilities

Acknowledgment by servicer to adhere to
regulatory standards

Notification of financial institution by the
servicer that an unauthorized access has
occurred

Attorney review of contract
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Unscheduled mock pretext telephone calls.
“Ethical hacking” tests.

Review of reports addressing expired passwords.
Review of activity in customer databases.
Review of customer information file access logs.

Internal and external audit reports.
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